NHopmauus 06 0CHOBHbIX BUAAX MOLLEHHUYeCTBa

B HacToswee BpeMsa Hanbosiee pacrnpoCcTpaHeHHbIM CNOCO60M COBepLUEHNA
MPEeCTYNNeHNn B JaHHOW cepe ABNSETCA XULLEeHME ¢ GAaHKOBCKUX KapT rpaxiaH,
Korga 3/10yMbILIEHHUKN MO TenethoHy NpPeACTaBAOTCA COTPYLHMKAMU CYyX6
6e30MacHOCTM pa3/INYHbIX 6GAHKOB W MOJ pasMYHbIMU NpegnoraMmy nosy4vatoT oT
noTepneBlWNX HOMep 6aHKOBCKOM KapTbl, Kog CVV (3 uudpbl Ha obpaTHOM
CTOPOHe KapTbl), a TakXke naponu, npuxogusewime no SMS, Heobxoaumble A/
npoBefeHNs PUHAHCOBbLIX onepauyuit. Takke 310yMbILUIEHHUKM MOTYT COOBLUNTD
MoTeprneBWMM O HEOOXOAMMOCTM YCTaHOB/IEHMS Ha CMapT(OH, KOMMbIOTEP UM
naaHLWweT pasnnyHeix nporpamm («Anydesk», «Quick support», «Teamviever» u
[p.), BblaBas UX, B TOM YuC/e, 338 aHTUBUPYCHbIE, MO3BOMIAIOLWMX MOLUEHHMKAM
AUCTAHUMOHHO, T.e. YAaNeHHbIM AOCTYMOM, YNpasidaTh CMapTPOHOM, HOYTOYKOM
AU NNaHWeTOM W, KaK CNefCcTBMe, OCYLLECTBNIATb OHMaWH MepeBoAbl OT UMEHM
MOTEPNeBLUNX Yepe3 UX JINYHbIA KabUHeT.

Ob6pauato BHUMaHWe, 4TOo B XOfe TeNlePOHHbIX Pa3roBOPOB MOLUEHHUKU
MOryT COOOWMTbL Baln MepcoHaNbHble faHHble: ®PUO, paty poxaeHus,
nacrnopTHble faHHble, a TakXKe JaXe NocnefHve onepauuy Mo BalwMM CYeTam.
Kpome TOro, npecTynHWUKW, WUCMNONb3YSa BO3MOXHOCTU IP-TenethoHUKN, moryT
OCYLLeCTB/ATb 3BOHKM C abOHEHTCKUX HOMEPOB, CXOXWUX WM  WUOEHTUYHbIX
ouumnanbHbIM HOMepaM 6aHKOB, YKa3aHHbIM Ha 060POTHOM CTOPOHE KapT.

UT06bl He CTaTb XXepTBOWN NOAOOGHbLIX NMPECTYN/IEHN HEO6XOAUMO MOMHUT,
YTO HacToAlMe COTPYAHUKM 6AHKOB HWMKOrAa He 3BOHAT K/MEHTaM W He MpocsT
COOOWMTL UM Kakyt-Mb0o MHMOopMaLMIo, KacaloLlyrcs Kak UX MepcoHasbHbIX
[AaHHbIX, TaKk W 06aHKOBCKOW KapTbl. Hu npy Kakux 06CTOATENIbCTBaX He
pasrnawante HUKOMY, BK/O4Yas COTPYAHWKOB 6GaHKOB, Maponn Ha MpoBefeHue
onepauuin. Maponb Ans BXoda B cucTeMy «baHK OHnaiiH» 3TO Balla NMYHas
KOHpuAeHUManbHas WHQopmauma. Takxke, He B KOEM Clyyae He CTOUT
yCTaHaBNMBaTb MO MpPoCcbbe HEeM3BECTHbIX /NINL  KakKme-1mbo  MpUIoXKeHWs
(nporpammbt).

VHble cnocobbl MOLLEHHMYECTBA COBEPLLEHHbIE AUCTAHLMOHHBIM CMOCO60M.

C ucnonb3oBaHvem ceTn NHTepHET:

L MNyTtem nonyyeHnsa npegonnatel B pasmepe Ao 100% 3a ToBap mam ycnyry c
MOMOLLbK CO3AaHNS «OAHOAHEBHbIX» MHTEPHET-MarasuHOB M CalTOB-ABOMHWKOB;
C ucnosb3oBaHNemM VIHTepHeT-MNoWanoK no npogaxe TOBapoB W yCiyr (CanThbl
«ABUTO», «kOna» 1 ap.); B coumanbHbIX CeTax «B KoHTakTe», «OQHOKIACCHUKM»
nT.Ag.

MpexXae 4yem 3akasaTb TOBap B WMHTepHeTe MounMTaiiTe OT3bIBbl Ha PasHbIX
catax O [JaHHOM WHTepHeT-marasuHe WANM BUPTYaslbHOM MNpPOAaBLe, B Cryyae
HaMuMs Bbl cpa3y 0OHapYXXUTe oTpuuatesbHble OT3biBbl, OTCYTCTBME OT3bIBOB O
BblOpaHHOM BaMW WHTEpPHET-marasuHe rOBOPUT O KOPOTKOM nNepuofe ero
CyLLecTBOBaHUSA. BHMMaTenbHO u4uTanTe HasBaHWA VIHTepHeT-marasuvHa, TeMm
cambiM Bbl 136exuTe canToB-K/I0HOB. CTapanTechb M36eraTb MOKYMKW ToBapa Mo
npegonnare. Ecnm ueHa ToBapa ropasfo HWXKe LeHbl B 0ObIYHbIX PO3HUYHBIX
MarasuMHax, TaKk W B [pYyrux WHTepHeT-marasumHax, M60 Ha pblHKe B LENOM

(Hanpvmep, NpW Npojaxe aBTOMALLMHbLI MO 3aHWXEHHOW CTOMMOCTM), 3TO MOBOA
HACTOPOXUThLCS.



2 TyTem nonyyeHUs UHGpopmMauumn OT nuua, pasMecTuBLUEro 06bsBIEHWE O
Npofaxe Kakoro-nnbo ToBapa, O MOJIHbIX PeKBM3UTaxX ero 6aHKOBCKOW KapTbl
(HOmep, CpoOK peilcTBuA, fJaHHble fepxatens, CVC-kopg), £Ko6bl, C Le/bo
BHECeHWA npefonaatbl, C MOCNeAyOWMM XULLEHNEM C Hee [eHEeXHbIX CPeAcTs,
NCMOb3ys NOJIyUYeHHble faHHbIe.

He coobuiainTe Hen3BeCTHOMY KakKyt-1Mbo WHMOpMaLMio Kacarollyrocs
6aHKOBCKOWM KapTbl - QA1 OCYLLEeCTB/IEHMS MepeBofja TpebyeTca TOJMbKO
LeCcTHaAUaTU3HaYHbI  HOMep KapTbl. HWM npu  Kaknx 06CTOATEeNbCTBaX He
coobLwanTe MaposM Ha nposefeHue onepauuid. MMaponb ANs BXoda B CUCTEMY
«baHK OHNaiH» 3TO Balla IMYHaA KOH(UAEHLManbHas nHpopmauus.

2 TlyTeM NONy4YyeHUs [AeHeXHbIX CPeACTB OT MOTepneBUX MNpu, AKOOLI,
BHECEHUM CTaBOK Ha (POHAOBbIX U MHbIX BUpXKaX.

MpexXae 4Yem BHOCUTb AeHbIM MOYMTaNTe OT3bIBbl Ha Pa3/IMUHbLIX calTax B
NHTepHeTe, Yy3HaTe K HOPUCAMKLMN KakKOW CTpaHbl OTHOCUTCA [eATeNbHOCTb
[JAHHOM opraHm3aunn, a Takke O03HaKOMbTeCb C MnpaBuiamMu U YCNOBUSMU ee
LeATeNbHOCTH.

£. B3nom cTpaHuy nosnb3oBatesied B COUMANbHbLIX CETAX, B OCHOBHOM
«BKOHTaKTe» N «OLHOKNACHMKM», N pPacCblsiKa COOBLLEHNA «ApY3bsSM» OT UMEHWU
[AaHHOro Mnosib3oBaTesid ¢ NPOCLO0M OAO0/MKUTL AieHer, KOTOpble HY)XXHO MepeBecTy
Ha yKa3zaHHble abOHEHTCKMe HoMepa UM 6aHKOBCKUE KapTbl.

Mpexxae 4Yem OCYLLECTBUTbL MepeBOf MO3BOHMUTE CBOEMY APYry, OT KOTOPOro
MPULLNIO COOBLLEHME, N YTOUHUTE MH(OPMaLMIO.

C ucnonb3oBaHWEM CPefACTB COTOBOW CBSI3W MyTeM COOOLLEHUS rpaxkaaHam
3aBefJOMO NTOXXHOW MH(hopMaLmu:

J. O HapyweHun ux OAM3KUMW  POACTBEHHMKAMM  [eWCTBYHOLLEro
3aKoHoaaTenbcTBa (coseplueHne ATI1, MPUUMHEHME TENECHbIX MOBPEXAEHWNA,
XpaHeHne HapKOTUKOB W T.M.), C Le/fblo rnepefayn noTepneBlINMUN AeHEXHbIX
CPeACTB 4epe3 MOCPeAHUKOB, NM60 MepeBof MX 4vepe3 TepMUHaNbl onnaTbl A1
paspeLleHns CNoXmnBLIencs cutyaumn. Ipm aToMm MOLLIEHHUKIN CTaparoTcs AepXaTb
«KepTBY» BCerfa Ha CBfi3W, C LENbH WUCKNHYEHUS KaKUX-NM60 [AeWCTBUK C ee
CTOPOHbI MO NPOBEPKE MH(OpMaL MK,

Heo6xoaumMo nepe3BOHUTb Ha W3BECTHble abGOHEHTCKME Homepa Ly,
KOTOpPbIM MNpeACTaBAAeTCca 310YMbILWIEHHUK, MO0 POACTBEHHUKaM, C Lebo
BbIACHEHUS [eACTBUTENIbHOCTU NPOM30LeAnX cobbITUA. MonNpocuTb 3BOHALLENO
Ha3BaTb Kakue-nnbo AaHHble fivua, KOTopbiM OH npegctasnsetcd (P.M.0., pata
POXAEHUSA, MECTO >XKWUTENbCTBA, faHHble POACTBEHHWMKOB, Kakue-nnbo (akTbl U3
XU3HU N T.4.).

2 O 6510KnpoBKe 6aHKOBCKOW KapTbl NMyTeM paccbinky SMS-co06LEHNIA 1
nocnefyrouiero MHMOPMMPOBAHUS O HEOH6XOAMMOCTW [AasibHEelLero BBeAEHWS
psfa KomaHg ¢ 6aHKomarTa.

Mpexzae 4Yem BbINOMHATL KakKue-nnmbo [enctena ¢ GaHKOBCKOW KapToi
nepe3BoHUTE B 6aHK M YTOUHUTE MHHOPMALMIO.

2 O BO3MOXHOCTM MOJly4YeHUS KOMMEHcauun 3a paHee MNPUOOPETEHHbIE
HeKauyeCTBEHHble TOBapbl WM OKasaHHble YCIyru, Ana 4Yero Heobxo4uMmo
NnepeyncnnTbL onpeaesieHHbIA NPOLEHT OT NnosaratoLLeincs CymMmsl.



CneflyeT 3HaTb, YTO Pas/NYHbIE KOMMEHCALMM BbINNAYNBAKOTCS TpaKaaHam
TONbKO MPM WX JIMYHOM MUCbMEHHOM 06palleHUM B  COOTBETCTBYHOLLME
opraHu3aumun. Hkakme npoLeHTbl 3a BbINaaTy KOMMEHCALMIA He YriauynmBatoTCs.

AK0ObI, U3 NOMNKANHUKNA UK GONbHULLI, 0 TOM YTO Yy Bac mnm y Batumx
POACTBEHHNKOB OGHAPYXWUNWU CTPALUHbIA AMArHo3 W 4TOGbl BbINEUUTL 60ME3HD
Heo6X0/MMO NEepeBecTM AeHbIM 3a NeKapCTBa.

Heo6X0AMMO MOMHUTL, YTO HACTOALMIA Bpay HUKOra He 6YeT 3BOHUTL BaM
no TenedoHy W coobLlaTb O «CTPALIHOM [MarHo3e» WM MPOCUTb MEepPeBecTy
[E€HbIU 3a leKapcTBa.

L. C npocb060ii KynuTb NPOAYKTbI, CMUPTHOE, LBETbI U T.N., JOCTaBUTb KX MO
yKazaHHOMY afipecy, a NonyTHO MepPevYncnTb AeHEXHble CPeAcTBa Ha TenedoH, ¢
3aBEPEHNEM, UYTO A€HbIN BEPHYT MO MPMOLITUIO Ha afpec 3aKasumka.

Ecnn Bbl MUCMONMHAETE Kakoe-nM6o nopydyeHue Mo TeneqoHy, [AocTaBnsieTe
3aKasbl, TO He cnefyeT MepeBoAMTb AEHbIM Ha HE3HAKOMble TenedoHbl, CHayana
[0CTaBbTe TOBAP MO HAa3HAYEHMIO U Ha MECTEe ONpPeAeNNTECH C 3aKa3UNKOM.

Kpome AMCTaHLMOHHbLIX MOLLEHHUYECTB rpaXkaaHe CTaHOBATCSA XXepTBamu U
KOHTaKTHbIX MOLLEHHNYECTB, COBEPLUEHHbIX MO BUAOM COLMaNbHbIX Pa6OTHMKOB,
COTPYAHMKOB Pa3NYHbIX OpraHusauunii (ropras, ropceeT, [MeHCUOHHbIA (OHA,
MeAULUMHCKME PaboTHUKM W T.4.). Mpeanoramy MoryT 6biTb: CPOYHbIA 06MEH
[€eHer, HaflbaBKM K MeHCUK, MpoBepKa rasoBoro WAM BOASHOrO 060pYA0BaHUS,
nepepacyeT KBapTnnaTbl, NMPeMun BeTepaHaMm, npogaxa BALOB, MeAMLMHCKMX
NPMBOPOB UK APYTUX Pa3NYHbIX TOBAPOB MO NbIOTHLIM LeHaMm U T.A4. OCHOBHas
LeNb 3N0YMbILLNIEHHUKOB - Y3HaTb, If1e XPaHATCA [JeHeXHble CPefCcTBa «KEepPTBbI»,
Mocfie Yero OTBMeYb €8 BHUMaHWE M COBEPLUNTbL MX XUlleHue. Takke Mpeanorom

MOXET ObITb rajgaHuve, CHATUE $KOObl Ha/IOXXEHHOW Mop4Ynu, WUCUeneHne ot
3a60n1eBaHUN.

Kak NoHsTb 06MaH:

- 06 06MeHe [AEHEXHbIX CPeACTB WM MNPOBEAEHWUU KaKuX-n16o pedopm
3apaHee 6yaeT coobulaTbcs B pa3nuuHbix CMW (TeneBuaeHue, pagmo, nevyatHble
n3naHusa), B OTAENeHMsIX 6GaHKOB, YUpeX[AeHWsX COLManbHOM  MOMUTUKM,
MEHCMOHHOrO (hoHAa U T.4.

- Y3HaTb, YTO 3a OpraHu3aLuio NPeACTaBASOT NpULLIEALLIVE W, NO3BOHUB Ty/a,
y3HaTb, €CTb N TaM Takue COTPYAHWKM U MPOBOAWUTCA NM 06Xon [OMOB MO
0603Ha4YeHHOMY BOMPOCY; NONPOCUTL NPeAbSBUTL YA0CTOBEPEHNE;

- YBEJOMUTb POACTBEHHUKOB ()KenaTeNbHO NMOMNPOCUTb MOAbEXaTb);

- NO3BOHUTbL WM MO3BaTh COCEAEN;

- NO3BOHUTb 3aKPENSIEHHOMY COLMaNbHOMY PaBOTHUKY;

- He CTOMT MOKyNaTb Y HEU3BECTHbIX HUKAKMX NEKAPCTBEHHbIX MpPEernapaTos,
rasoaHasM3aTopoB, CYUETUMKOB, (DUNLTPOB A/ BOAbI, XO3ACTBEHHbLIX TOBAPOB,
MEANLMHCKIUX NPUGOpPOB U T.M.
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BHUMAHHWE! MOUIEHHUEW

YdacTunnch CbaKTbI MOLUEHHWNYECT Ba B
OTHOLWWEHUN NO>KUNbIX rpa>iaH

K Bam npuwnu pa6oTHUKKM [1eHCUOHHOrOo
g (poHAa, coumnanbHO, razoBOl Cny>X6bl WM
WHble Nuua noj pas/ndHbIMW npegnoramuv
nblTatoTca 3aMTm K Bam B gom ana okasaHus
yCcnyr nan npoBepkn obopypoBaHus

- He cnewunTe nyckatb nx B gom!

O6sa3aTeNlbHO nocMmoTpuTe nx
yL0cTOBEpPEHME, NoO3BOHUTE B Ty
opraHusauunto, COTpyLHWUKaAMW KOTOPOM OHU
npeacTaBUANCE UM B NONNLMIO MO TenedoHy
02!

- Hn B KOeMm cnyyae He NokKasblBaliTe He3HaKOMbIM MeCcTa XpaHeHusa AeHer N LeHHocTen!
- byabTe 6anTeNbHbI NPU NOMNbITKax OTBMeYb Bac n octaBuTb He3HakoMua 6e3 npucmoTtpa B
KBapTupe (Hanpumep, noa npeasiorom npuHecTn BoAabl)!
He ocTasaiTecb paBHOAYLLIHbIMMU,
[OBEANT € 3Ty UHGOPMaLMIO A0 POAHbBIX U 61n3KMX!

'y MB/[ Poccun no Hu>keropogckon obnacTu npegynpe>kaeT!
B 2019 rogy >kepTBamMu MOLIEHHUKOB cTanu 6onee 2400 >KuTenen obnacTu.
Yuwepb oT nx aencTBuit cocTasun 6onee 550 MUNNMOHOB pyonein.

Camble pacnpocTpaHeHHbIe CNOCoObl MOLIEHHUYeCTBA!
[loxynka uaM npoaaza ToBapa uepes HHTEpPHeT-calT MolLeHHWYecTBa ¢ 6aHKOBCKUMUW KapTamMu

Ecnm Bbl npogaeTe WM NOKynaeTe Kakoii-nu6o Topap ECM Bam npuwno SMS-cooGLyeHne 0 ToM, 4TO
Mo 06LABNEHNAM, pa3MeLleHHbIM Ha MHTepHeT-caiiTax, Bala  6aHKoBCKaf  KapTa  3ab/70KMpPOBaHa,
W 0N MepeBofja [EHEXHbIX CPeACTB MOMMMO Homepa HEOGXOAMMO MOATBEPAWTH OMeEpaLuio Mo CrncaHmto
6aHKOBCKOI KapTbl Bac mpocsT HasBaTb eé MWH-kog, WM NEPEBOJY NEHEXHbIX CPEATCB.

kog 6esonacHocT (310 Tpu nocnegHve umdpel, MOMHWTE! bBaHkn He OCyLIeCTBNAIOT Takux
PacronioKeHHble Ha 06paTHOW CTOpoHe —GaHkBCO/ —Paccbinok! HE 3BOHMTe Ha ykasaHHble HOMepa
KaprI), a Takxe napoim  u3 Teﬂeq)OHHle CcMC- Teneq)OHOB, O6paTVITECb B Gnmxalilee oTaeneHune
COOBLLIEHHIA. baHka!

NMOMHWTE! BAM 3BOHUT MOLLUEHHWK!

HE nepeuucnsiite npegonnaty, He yb6eauBlIACL B

HaZEXXHOCTN NpPOoAaBLa.



n
Yyactnnumcob CpaKTbI MouweHHn4yecTBa B

OTHOWEHNN NOXXWUJIbIX rpa>|<p,aH!

Bam no3BOHMAM C HE3HAKOMOTrO HOMepa U
coobwunn, 4To Baw 61M3KNI POLCTBEHHUK
noHan B 6Gegy (3agepxaH nonvumen,
coBepLUmn LOPOXHO-TPaHCNOpPTHOe
npoucwiecTsne u T.4.), a ANS TOro, 4TO6bI
MOMOYb, HY)XXHa OnpejeneHHas CyMMa JieHer.
O6Aa3aTeNibHO npoBepbTe aTy
NH(pOPMALNIO, CBXUTECL C POLHBIMU U
6n1M3KMMKU N0 paHee W3BECTHbIM Bawm
Homepam TeniedpoHoB!!!

HV B KOEM C/Z1YUYAE HE NMEPEBOAWVTE U HE MNEPEAOABAWNTE
HESHAKOMbBIM JTIMUAM OEHE>XHbBIE CPEAOCTBAT!!I

K Bawm npuLwun paboTHUKN
lMeHCMOHHOro  (hoHAaa, cCoUManbHoIA,
ra3oBOi CNyX6bl H WU WHble MLa Nog
pasfIMyHbIMX  NpejjoraMy  nbiTaloTCA
3aliT K BaM B [JOM NS OKa3aHWs ycnyr,
MpoBepKn 060pyf0BaHMUA H T.4.

-He cnewnTe nyckatb ux B fom!

-O6a3aTenbHO nocMmoTpuTe nx
YLOCTOBEPEHNE, MNO3BOHUTE B Ty
opraHusaumioo, COTpygHUKamMu KOTOpOi
OHW MNpPeACTaBUAUCH HAH B NOMMLMIO
Ho TenegoHy 02 nnn 102!

.

- Hun Kk Koem cnyyae He nokasbliBaiTe
HEe3HaKOMbIM MeCTa XpaHeHWUa [JeHer u
LleHHOCTeN!

- bypbTe 64MTenbHbI NpU  MOMNbITKax
oTBNeYb Bac H 0cTaBUTbL He3HakoMmLa 6e3
npucmoTpa B KBapTupe (Hanpumep, nop
npeasoroM NpPuUHecTy Boabl)!

¥

He ocTtaBanTecb paBHOAYLWHbLIMUA,
pgoseaunTte 3Ty Hopmayuuno 40 poaHbIX N 6/TN3KUX!



'y MB, no Hm>keropogckom obnactmn npegynpe>xkgaet!
MolLlLUeHHMYeCcTBa Ha UHTEpPHeT-caTax

- Mo npeasiorom Kynau -

npofaXkn ToBapa

- ApeHpa >unbs nméo

NoMeLLeHNI

- TpypoycTponcTsa

Bbl npojaeTte vnn nokynante Kakoin-nmbo ToBap MO OOBLABMEHUAM, pasMeLLeHHbIM
Ha WHTEpHeT-cailTax, ChaeTe WM XOTUTE apeHJoBaTb >XWAbe W A3 NepeBofa
[JeHeXHbIX cpeacTB NOMMMO HOoMepa 6aHKOBCKOM kapTbl Bac npocsaT HasBatb eé MNMH-
KOof, Kog 6e3onacHocTM (3TO Tpu nocnegHume uudpbl, pacnosioXXeHHble c3agu
6aHKOBCKOW KapThbl), a TakXXe naponun n3 tTenetOHHbIX CMC-COOBLEHNIA.

MomHnte! BAM 3IBOHNT MOLWUEHHNK!
HE nepeuuncnainte geHe>kHble cpeacTBa, He yo6eamBLUNCHL B
Hage>xHocTtu agpecartal

MOLueHHVMeCTBa C 6aHKOBCKUMW KapTamwu

‘ — - Mop npeanoroM pa36noKMpoBKHM
6aHKOBCKOW KapThl
- BbinnaT pasfnyHbIX KOMNEHcaUui
- MoaTBepXAeHMs onepaynn no
cnucaHuio Nnbo nepesogy
AEHEXHbIX CPefCcTB

Echm Bam npuwno SMS- coobuieHne o TOM, 4YTO Bawa 6aHKOBCKas KapTa
3ab6/10KkMpoBaHa, Heo6XoAMMO MNOATBEPAMTL Onepaumio No ClMCcaHWIo UM nepesomy
[JeHeXHbIX cpeacTB

NMomHuTe! BaHKMN He OCYyLWLeCcTB/IAIT TakKnx paccbiyiok! He 3BoHUTe Ha

yKasaHHble B SMS-coobuieHnn Homepa TeniedoHOB, o6partmuTtecb J/IMYHO B
onwxkaiilwee otaeneHne baHkal

Ecnn Bbl cTanu »XepTBO MOLLUEHHUKOB MAM Bbl nogo3peBanTe,
YTO B OTHOWeEHMM Bac nnaHuMpyTCs  NPOTUBOMNPAaBHbIE
NEeNCTBUSA, He3aMeanuTenbHO coobwmute 06 3TOM B MOSIULMUIO
no teneoHy 02 ( ¢ mobunbHoro - 102)



